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O6maH nopg BMAOM npeanoweHuUn OT U3BECTHhBIX KOMMNaHWUM




PesynbTaT - cnucaHue feHer co cCHeToB, B3ATUe KpeauTa.

Paccoinka HanoroBblx NMCemM O BbiABNEHWW NOOAO3PWUTENDBHbIX
TPpaH3aKUMM U aKTMBHOCTU HanoronnarenblimKa
B noppaenbHOM coobleHum npegnaraertcd NpoMTHU AONONHUTENbHYHO
NpoBepKY W NpefocTaernTb CBEeHWA No 3anpocy Hanorosow
Cﬂy}KGbl. aK MOWEeHHWKKM MOTYT 3anNpoCHUTb KacCcoBble OOKYMEHTbI,
cyeTa-paKTypbl, OTYETHbIE JOKYMEHTbl. [lanee Ans npoxoXaeHus
npoBepKK npegnaraerca OspaTHTbCﬂ K YKa3aHHOMY B NUCbMe
WHCNEeKTopyY nog yrpo3oum GHOKHDOBKH CHeTOB HanoronnartenbllvKa.
BaXHO MOMHMUTb, YTO HafloroBas He pacchliflaeT TAKOro poaa NUcbMa
M HEe UMeeT OTHOLWIEHMA K HMM, TaKMe NMMCbMa OTKpbIBaTb
He peKOMeHAYeTCH, KakK UM NepexoaunuTb MO CCbI/IKaM.

YpaneHHoe ynpasfieHuWe YCTPOWCTBOM MNoj BUAOM
TeXHUYEeCKON NoaaepwKu .
3N0yMBILLNEHHUKWU NPeACcTaBNal0TCA COTPYAHUKAMU TEXHUYECKOA
nopaepxkn 6aHka, cooblaoT, YTO 3aPUKCMPOBaHa NonbITKa
MOLUEHHUUYECKUX MaHUNYNSALMIA C KapTOM XepTBbl. Y6exaaloT
B He06X0QMMOCTM COXPaHUTb NIeHeXHble cpefcTBa W 3alLUMUTUTb
6aHKOBCKOE NpuioeHue. YXepTBa cornallaeTca YCTaHOBUTb
Ha cMapThOH NpUNOKEHWE YAANEHHOro yrnpaBneHUA U paspelumTb
nogKNioyeHMe K YCTRPOMCTBRY «COTPYAHUKY 6GaHKa». MOLWEeHHWUKKW
MOrYyT HanpaBnATb Gain c NPorpaMMoi yaaneHHoro ynpasneHusa
HaNpAMYI0 KIIMEHTY YEPE3 MECCeHOMep UMW NpeasiaraloT ee cKka4atb
B Google Play unu App Store. Ecnu yaanocb y6eauTb XXepTBY
YCTaHOBMTb NporpaMmy yaaneHHoro gocryna, MoLeHHUKKU NpocaT
3aiTK B MoBMNbHOE NpunoXeHue 6aHKa M NPOBEPUTL COXPaHHOCTb
CPepCcTB, a 3aTEM MOJIOXKMUTb YCTPOWCTBO 3KPaHOM BHU3 M NOAOMAATL
NoKa COTPYAHMKW HAacTPOAT NPUNOXEeHWe UMK NepeBenyT
cpepcTBa Ha «6e30MNacHbIA cYeT».

DOUKTUBHbIE cCoUManbHble BbINAAaThl U KOMMEHcauumm
Ha cneuuvanu3MpoBaHHbIX TeHeBbiX NAolaaKax B ceTu MHTepHeT
3NoYMbILUNEHHUKK NPpUOGPETaIoT NOXULLEHHbIE 6a3bl AaHHbIX
rpaxaaH (DUO, aaTbl poXaeHus, agpec U nNp.), o6MaHyTbIX paHee
npu nokynke BA[0B, NnogaenbHbiX NeKapcTs, TYPryTEeBOK.
Wcnonb3ya aTy MHGOPMaLIMIO, MOLLEHHUKK 063BaHMUBAIOT XepTB
W NpepcTaBnaloTcA cm;gnum(amu MeHcHoHHoro ¢poHpa Poccuu,
PocapnpaeHaf3opa, 6aHKOB, coluanbHbiX cnyx6. Xepree
npeanaraeTca NOAY4YUTb KOMMNEHCaLUMIO MNK BbiNnaTkl, ANA
rnony4yeHus KOTOpPbIX HEOBXOAMMO COOBLLNTE PEKBU3UTHI
6aHKOBCKOM KapTbl ANA NOCTYNNEeHUA CPencTe.

«OWNBo4YHbIN» NepeBop,
MoOLWEeHHMK OTNpaBifAeT AeHbIM HA CYeT XEepTBE, a 3aTeEM 3BOHUT
1 ybexxpaet BepHyTb ux. B 3To BpeMn o6patiaetca B 6aHK, UTO6bI
OTMEHWTL CBOM NMepPeBoA A0 HACTYN/IEeHUA MOMeHTa 6e30T3LIBHOCTH,

Hau6onee pacnpocTpaHeHHbIE CXeMbI
Kub6epnpecTynneHui

O6maH nog Buaom cny6bl 6ezonacHoOCTH
3noyMbiLUNEeHHUKM NPEACTaBNAIOTCA NPeACTaBUTENAMM CNYIKObI
6e3onacHocTK 6aHKa, UeHTpanbHoro 6aHka Poccuu,
PochUHMOHUTOPMHIra NM60 NpaBooOXpaHUTENbHOrO opraHa
M Co06LLAIOT, YTO MOLLEHHUKW C MCMNONb30BaHUEM MepPCcoHanbHbIX
[aHHbIX NoTeprneBLwero ohopMnaioT KPeAuTbl B pasnuyHbix 6aHKax
M ang Toro, 4yTo6bl NPefoOTBPaTUTh XULLEHME feHer ¢ 6aHKOBCKOro
cyeTa HeO6XOAUMO NINYHbIE C6epeXKeHUs CPOYHO NepeBecTn
Ha «6ezonacHeie cyeTa». B xofe fanbHenlero obuieHus
norepneslieMy coobLLaloT 0 HeobXxoAMMOCTU odopMNeHUA
KpeauToB M ux nepesopaa. CneayeT oTMETUTH, YTO o6LieHue
noTeprnesLllero co 3M0yMbllUNeHHUKaMKU ABNAETCA ANUTENbHbIM,
B HEKOTOPbIX CNy4aAX OCYLECTBAETCA B TEHEHUE HECKONbKUX
MecsLeB, MCNoMb3yeTcA KaK TenedoHHan cBA3b, Tak U oblleHue
nocpeacTeoM MecceHpepoB (Batcan, Bainbep, Tenerpam u 1.4.).

fl AOCTOBEPHOCTU MOLIEHHWKW MOTYT NPUCLINATh JXepTBe
nogaesibHbie AOKYMEHTbl OT MMeHK 6aHKa 1 ApyrMx opraHM3auuni.
CnenyeTt NOMHMUTL, YTO «6@30MacHbIX CHETOB» He CyLUeCTBYeT,
a npeacTtaBuTenu LieHTpanbHoro BaHka Poccuu He ocyLLiecTBNSaIoT
pa6oTy c $U3INYECKMMM NTULIaMM.

3n0oyMbILLNIEHHUKK «NpofalloT» Bawy KBapTUPY MKW MallUHY
3noyMblLLNEeHHUKU B Xoae TenedoHHOro pa3roeopa

NpepcTaBnalTCA NpeacTaBuMTenaMu cnyk6el 6esonacHocTH

KoMMepuecKoro 6aHka, locycnyr, LleHTpanbHoro 6aHka Poccum
nrMbo NpaBooXpaHWTENbHOro opraHa. CoobLaloT 0 TOM, 4TO

nepcoHalnbHbie AaHHbIE C IMYHOIO KabuHeTa yTeKNn U Tenepb
NpecTyNHMKKU MOTYT OT Bawlero uMeHu NpoAaTk KBApTUPRY,

MalUuMHY, UCMOMb3YA 2NeKTPOHHO-UKdPOBYIO NoANKCh. B Lenax

3alumThl y6eXxaaloT CPO4HO NpoaaTh MMYLLECTBO U NlepeBecTr

AEHbIM Ha «3aLUMLLEHHbIN KaHan», «0e30MnacHbli cyeT»,
«pe3epBHYIO AYeKy».

CMC ot paboTtogaTtens
HOTEPHEHLIJEMy no naeT cMC cooblleHne Mnn COOSLLI.EHVIE
B MecCceHepe OT paboTogaTenda {BOBMO}KHO uUMcnonb3oBaHKne
nogMeHHbIX HOMEPOB) O TOM, 4YTO C“HKM B 6nvKavwee BpemMa
CBAMETCH COTRPYAHUK CB vnn nHon OpraHn3aumm, C KOTOpbIM
eMy cneayeTt I'IOOGLLI,aTI:Cﬂ. Mocne 3TOoro 3IBOHUT MOLIeHHWK,
npegcTaBnAeTCcA COTRPYOAHUK C MMeHeM, YKazaHHbIM PyKOoBOOUTENEM,
M COOSI.LI.BBT O NongITKax NepeBoaa NU4YHbLIX C EDBH(EHHﬁ
Ha UHOCTpaHHble cueTa/puHaHcMpoBaHUue TeppuTopMama/YKpauHbl
u T.n. B uenax npeceyeHWa NpecTynHbIX onepauuii noTepneBlUero
y6eXpaaloT npepeaTh TPaH3aKUMK NyTeM Nnepeeoga AeHer (MMUYHbIX
HaKOMMeHWA UNKU NyTeM B3ATUA KpeauTa) Ha cUeT, yKasaHHbIA
3N0oYMbILLNEeHHWKaMK.



NMpuBneyeHue K BbIMbILIEHHOMY paccnefoBaHUIo
MolweHHUKK NpeacTasnsaioTca co‘r?gmum(amn
npaBooxpaHUTenbHbIX opradoB (nonuyua, OCB, npokypaTtypa)
Y coobLLaloT, YTO B OTHOWEHWK Bac Bo3by)KaeHo yronoBHoe aeno
B CBA3U C PMHAHCUPOBAHUEM IKCTPEMUCTKON, TEPPOPMUCTUYECKON
[eAaTeNnbHOCTH, NOCKOMbKY ¢ Bawero 6aHKOBCKOro cyeTa
oCyLWecTBNEH NepeBo AeHEeXHbIX CPeACTB B HeQPYXeCTBeHHoe
rocypapcteo. Jiubo coobLualoT, 4To K HUM 06paTUNMUCE U3 cnyX6bl
6e3onacHocTu HaHKa No NoBofy NPUOCTAHOBNEHHOM NOMbITKK
odopMneHUa Ha UMA KepTBbl KpeauTa. B xone obweHua
MOLLUEHHUKM MOTYT NpUCbINaTh AKobkl ¢oTO yaocToBepeHui,
NOBEeCTOK, NOCTaHOBNeHW o Bo36Y)KAeHWW YroNoBHOro Aena,
NnoanuCcoK O HepasrnaweHUU cneacTBeHHON TalHbI U T.A.
3noyMbilUNeHHUKK MOryT 0BpallaThCcsl K YXEPTBE B CTPOroMm,
NPaKTU4ECKW, KOMaHAHOM TOHE, MHOrAa AOXOOALLWM
Ao rpy6ocTH, HepPeaKo UCNONL3YIOT IOPUANYECKUE TEPMUHbI.

O6maH ¢ ncnonbzosaHmeMm QR-Kona
YepTey y6exaaioT, UTO ee CpeAcTBa HAaXOAATCA B ONAacHOCTH
W YKa3blBaKOT Ha Heoﬁxaﬂnmocrh WX BHECTU Ha «Be3onacHbIN cHeT»,
MoOLEeHHUKWU HanpaBnaT K 6aHKkoMaTy ¢ dyHKUMEen npuema
AeHeXHblIX CpeacTs No QR-KOM, nocne :-lero APOCAT NpUcnaTb
MM Yepes3 MecCeHKep CreHepUpoBaHHbIM QR-KoA ANA aKTUBaALMK
«BesonacHoOro cueTta». I'IOJ‘Iyl'IEHHbIﬁ QR-KOA 3NOoyMbBILLNEHHWUKA
cxaungylo'r B cBoeM GaHKOBCKOM NMPUNOXEeHWN. epTBa, HaxoOdacCh
B 3a0nyxageHun, COGCTBEHHopyHHO BHOCWT CpeacTBa Ha c4HeTa
Aponos Yyepes 6aHKOMaAT.

XuvleHue AeHeXHbIX CpeacTs Hegea cUCTeMy BbICTPbIX
nnartexein (CbMN)

Hanpumep, nokynarens Ha caiTe B ceTU MHTEpHeT ocTaBnaeT
3adABKy Ha npwobpeTeHuWe ToBapa. Mocne Yero eMy nocrtynaert
3BOHOK AKOB6bI OT COTPYAHMKa MarasuHa, npeasaraerca CKMaKa
Ha ToBap, HO TONbLKO NPX YcnoBuK onnatel 4epes CEMN wnun QR-Koay,
3aTeM 3/I0YMbILLJIEHHWK NMPUCHINAET B MECCEHOKEP CChISIKY,
BeAYLLYIO Ha CTpaHuly ¢ popMo# onnaTtel no QR-kopy. MokynaTtens
NOATBEepPXAAeT NNaTeX U AeHeXHble CPeACTBa NOCTynaloT
Ha cYeT MoleHHUKa. BaXKHO B TAaKOW CUTyaL MM CBA3aTbCA
co cny60oi NnoaaepXKW OHMaMH-MarasuHa, Yepes opuumranbHbIA
CavlT UNu NnpunoXeHue. He coxpaHATk ANA ONNaThl B IMMHbIX
KabuHeTax 6aHKOBCKME KapTbl, NPU BO3MOXXHOCTU 3aBeauTe
OTAENbLHYIO KapTY ANA ONAaThl NOKYNOK OHNaWH.

3BoHOK MO6UNbHOro onepartopa
3noyMBbILUNEHHUK NoJ BUAOM Mo6unbHoro onepatopa coobuiaerT,
4YTO CPOK OEeNCTBUA Ballen CMM-KapTbl MCTeK NMbo MCTeKaeT, a Ans
ero NnpoaneHMns HeobXoAUMO COOBLUMTb KoL, KOTOPLIA NOCTYNUT
B CMC NM60 NPOMTK NO CCbiNKEe, B MPOTMBHOM Clydae CUM-KapTa
6yneT 3a6n10KMpoBaHa. BaXHO 3HaTh, YTO ¥ CUM-KapThl HET CPOKa
[eWCTBMA, COTOBbIE ONepaTopbl NepeBbiNyCcKaloT CUM-KapThl TONbKO
no npocbbe notpe6uTenei B cnyyae GU3UMIECKOro M3HOCa, MOTEPH,
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Heob6X0AMMOCTH NoNyYeHUsa CUM - KapTbl Apyroro ¢dopMaTa.
BbinonHuBs TpeboBaHUs MOLLEHHWUKOB M COOBLLWB Koa U3 cMc, NMbo
npoMasa no ccbinke Bbl oTAaeTe B PYKM 3/10YMbILLNEHHUKOB [OCTYN

B CBOW NUYHbIK KABMHET Ha calTe onepaTtopa CBA3M, Nocne 4Yero
MOLLEHHMKU UMEIOT BO3MOXHOCTb YyCTaHaBNMBaTh Nepeagpecaumio
coobLUeHU Ha HY)XHbIA UM HOMep, YTO MNO3BONIUT CMeHUTL Naponb

OT MO6UIbHOrO 6aHKa U MOXMTUTL AleHEXHble cpeacTaa.
BTopan pasHOBMAHOCTL TaKUX NPEeCcTYNNeHun — nonyyeHue
3M0YMBbILLNEHHUKOM KOfla U3 CMC, WU Nocnefyollero gocryna
K aKKayHTy «rocycnyr» onsa %cbopmnennn 3afABOK Ha KpeauThl
B 6aHKax.

«PogcrteeHHUK B Bege»
3n0thILI.IHEHHHK npencTaenAeTca poaAcTeeHHHUMKOM NoTepneeswero,
3HaKoMbiM nubo npeacraeurTeneM NpasooxpaHUTeNnbHOro opraHa.
Mpu 3TOM NPOCUT NepeBecTH AeHeXHblie CpeacTBa, HanpuMep,

A a4y B3ATKM QONMHOCTHOMY NMUY 3a yperynu BaHWe
npo6nem c OTI, onnatbl Meaobcny)XuBaHUa BBUAY 0BHapyXeHusn
TAMenoro 33601‘[933Hhﬂ, w ap. Hauﬁonee nogeepXeHbl AaHHOMY
BMAY NpecTyn/eHWd NoXxunble rpaXaaHe. 3BOHKK COBEpLUAIOTCA

B OCHOBHOM paHO YyTPOM WM/TK NO3OHO BeYepoM, Korga MepTBbl
MeHee CKAOHHbI K KPUTUYECKOMY MblLLNEeHUIO.

XULeHUs C MCNoNMb30BaHUEM UCKYCCTBEHHOIo MHTENMeKTa
MoLUeHHWKaMKU NPOU3BOAUTCA B3/IOM IM60 KOMMPOBAHME AaKKAYHTa
nonb3oBaTens B MecceHKepax Bartcan, Banbep, Tenerpamm,
couManbHbiX ceTe BKOHTaKTe U AanbHeMllee HanpasneHue
CreHep1MpoBaHHbLIX MCKYCCTBEHHbIM MHTENNeKTOM (HelhpoceTbio)
rofiocoBbiX cOO6LIEHMIA OT UMEeHM NoTepnesLlero, KOTopoe
NONHOCTbLIO KOMUPYET ero ronoc, UCNonb3ys Npu 3TOM paHee
oTnpaBneHHble coobleHna BnagenbLa aKKayHTa. A aanbiue

BCe Mo TUMMYHOK cxeMe - Npocbba oAoNKUTL B3alMbl, GOTO
6aHKOBCKOW KapTbl NN NepeBoAa AeHEeMXHbIX cpeacTs. B faHHoOM
CHUTYaLMM BaXKHO Y6eOuTbCH, YTO Bbl 06LlaeTeCb MMEHHO C BalwuMm

3HaKOMbIM NMyTEM 3BOHKa No MobunbHoW ceTu. Caenae 3To, Boi
ob6e3sonacuTe ceba U npeaynpenuTe 3HAaKOMOro O TOM, YTO OT ero
MMEHM OelCTBYIOT MOLUEeHHMKIW. [ing Toro, YyTobbl He NoTepATb
KOHTpONb Haj BallnMM aKKayHTOM HMKOr[a He nepexoauTe
No HeE3HAKOMbIM CCbIJIKaM, He CKayMBauTe NpPorpamMMmel
U3 HenoaTeepXAeHHbIX MCTOUHMKOB, MCMNONb3YITe ABYXDaKTOPHYIO
ayTeHTUdMKaALMIO aKKayHTOB. ByabTe MaKCMManbHO BHUMaTesNbHHbI,
MOCKOMbKY CNeaylowMM 3TanoM MCNonb30BaHWA UCKYCCTBEHHOMO
MHTeNNeKTa MOXeT ABUTbCA reHepauMa BUAeOU30bpaXKeHUi
W pacchifika BMAeocooblleHMn OT MMeHW POAHbIX, KONNer,
3HaKOMBbIX M T.4.

Cpavya HaNoroBbiX AeK/lapauuii M CNpaBoK O goxodax
3BOHMBLUME NPpeAcTaBNATCH coTpyAHWKamu locyenyr, ynpaBneHus
no genam MNpeaungeHta PD, coobulaloT, 4TO B paMKax
AeKnapalMoOHHOW KOMMaHWUKW NPOBEPAIOT NepCcoHanbHbIe AlaHHbIE
NWL, COABLUMX HANOroBbLle geKknapauuu nubo geknapaumm
o poxopax. Co cnoB NpPecTynHUKOB — ANA NOATBEPXAEHURA
cnenyeT Ha3BaTbh NAacnopTHbIE AaHHble U Ko U3 CMC.



